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Install a Kubernetes Cluster on
RHEL 9.x | Rocky 9.x: Control Plane
(Master) Node Configuration
NOTE: Up to this point, we've installed and configured the Kubernetes components on all nodes.
From here on, we will focus on the control plane (master) node, called k8s-master  in the examples.

Step 6: Initialize the Kubernetes Control
Plane
Optionally, pre-pull the control plane images:

This downloads the control plane container images (API server, controller manager, scheduler,
etcd, CoreDNS, kube-proxy, pause) from registry.k8s.io , so kubeadm init  doesn't have to download
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them. kubeadm init  pulls them automatically if you skip this step.

Now initialize the control plane:

--pod-network-cidr  sets the pod IP range. It must not overlap with your host networks (for
example 192.168.x.x), and it must match the CIDR configured for Calico below.
--control-plane-endpoint  sets the shared endpoint for the control plane: an IP address or DNS
name such as k8s-master , or a load balancer address. Setting it now allows you to make
the cluster highly available later.
--upload-certs  uploads the control plane certificates to the cluster so additional control
plane nodes can join.
--v=5  enables verbose logging.

When it finishes, kubeadm init  prints a kubeadm join  command. Save it. The token in that command
is secret: anyone who has it can add nodes to your cluster.

Set up the kubeconfig file so kubectl can talk to the cluster. Run these commands as the user who
will run kubectl:

Alternatively, if you are the root user:

A CNI network add-on is required. CoreDNS does not start until one is installed. The steps below
follow the current official Calico operator install for Calico v3.33.0, which is tested against
Kubernetes 1.35, 1.36 and 1.37.

Install the Calico custom resource definitions (this manifest is for Kubernetes 1.36 or later):

kubeadm init --pod-network-cidr 10.244.0.0/16 --control-plane-endpoint "<control-plane-ip-or-dns>:6443" --
upload-certs --v=5

Set Up kubeconfig File

mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

export KUBECONFIG=/etc/kubernetes/admin.conf

admin.conf  grants cluster-admin rights, and super-admin.conf  bypasses RBAC entirely. Do not
share either file; the official docs recommend moving super-admin.conf  to a safe location.

Deploy Pod Network (Calico)



Install the Tigera Operator:

Download the custom resources manifest (iptables data plane):

Or using wget :

The manifest defaults to a 192.168.0.0/16  pod pool. Change the cidr  setting to match the --pod-
network-cidr  you passed to kubeadm init :

Finally, create the Calico custom resources:

Watch the rollout until every component shows True  in the AVAILABLE  column (this takes a few
minutes):

Step 7: Join Worker Nodes
After the control plane is initialized, join the worker nodes to the cluster. Kubernetes provides a join
command that includes a token and the control plane's address.

If you didn't save the join command from kubeadm init , or its token has expired (the token created
by kubeadm init  is valid for 24 hours), generate a new one on the control plane node:

kubectl create -f 
https://raw.githubusercontent.com/projectcalico/calico/v3.33.0/manifests/v3_projectcalico_org.yaml

kubectl create -f https://raw.githubusercontent.com/projectcalico/calico/v3.33.0/manifests/tigera-operator.yaml

curl -O https://raw.githubusercontent.com/projectcalico/calico/v3.33.0/manifests/custom-resources.yaml

wget https://raw.githubusercontent.com/projectcalico/calico/v3.33.0/manifests/custom-resources.yaml

sed -i 's/cidr: 192\.168\.0\.0\/16/cidr: 10.244.0.0\/16/g' custom-resources.yaml
grep -n 'cidr' custom-resources.yaml

kubectl create -f custom-resources.yaml

watch kubectl get tigerastatus

Get Join Command on the Control Plane Node

kubeadm token create --print-join-command



Run the join command as root on each worker node. It looks like this:

Back on the control plane node, check that the workers have joined:

This should list all nodes in the cluster: the control plane node and the newly joined workers. When
Calico is running on a node, its status becomes Ready, which means it can accept workloads.

NGINX Test Deployment
To test your cluster, deploy a simple application such as an NGINX web server. Here's a sample
YAML manifest that deploys NGINX as a test deployment:

Run Join Command on Worker Nodes

kubeadm join <control-plane-host>:6443 --token <token> --discovery-token-ca-cert-hash sha256:<hash>

Verify Worker Node Join

kubectl get nodes

apiVersion: apps/v1
kind: Deployment
metadata:
  name: nginx-deployment
  labels:
    app: nginx
spec:
  replicas: 3
  selector:
    matchLabels:
      app: nginx
  template:
    metadata:
      labels:
        app: nginx
    spec:
      containers:
      - name: nginx
        image: nginx:latest



Save the YAML above to a file named nginx-deployment.yaml , then apply it with kubectl apply :

This creates three NGINX pod replicas, each running a container that exposes port 80. To check the
status of the deployment:

To verify that the NGINX pods are running:

Once the pods are running, expose NGINX outside the cluster with a Kubernetes Service:

        ports:
        - containerPort: 80

Deploy NGINX

kubectl apply -f nginx-deployment.yaml

deployment.apps/nginx-deployment created

kubectl get deployments

NAME               READY   UP-TO-DATE   AVAILABLE   AGE
nginx-deployment   3/3     3            3           2m40s

kubectl get pods

NAME                                READY   STATUS    RESTARTS   AGE
nginx-deployment-7c79c4bf97-gnbfn   1/1     Running   0          6m6s
nginx-deployment-7c79c4bf97-tmbpg   1/1     Running   0          6m6s
nginx-deployment-7c79c4bf97-vgh42   1/1     Running   0          6m6s

Expose NGINX to the external network

apiVersion: v1
kind: Service
metadata:
  name: nginx-service
spec:
  selector:
    app: nginx



Save the YAML above to a file named nginx-service.yaml , then apply it:

This creates a Service of type LoadBalancer. To see its external IP address and ports:

Once you have the external IP address, open it in a web browser. You should see the default NGINX
welcome page, which shows the cluster is serving web traffic.
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      targetPort: 80
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the box, so EXTERNAL-IP  stays <pending>  unless you install a load-balancer implementation.
A LoadBalancer Service still gets a NodePort by default, though: take the port after 80:  in
the PORT(S)  column and browse to http://<any-node-ip>:<node-port> .
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